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in the ASP and drastically cutting down initial costs required for setting up an ASP data center and maintenance costs. A service
request is received of application service data from a user via the Internet. It is then determined whether the user’s information
contained in the service request is valid based on the user information slored in a user database. A control signal containing a service
permission or reject signal for the application service data is transmitted to the user module, according to the determined result The
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9YSTEM AND METHOD FOR PROVIDING
APPLICATION SERVICES USING
NETWORK TRAFFIC DISTRIBUTING SCHEME

TECHNICAL FIELD
The present invention relates to providing off-site

software applications and, in particular, to a system and
method for providing the use of off-site applications
through an efficient scheme of distributing network

traffic.

BACKGROUND ART

In recent years, as the Internet becomes a most

popular communications network, an application providing
service using the global network has been drawing
attention. An application service provider (“ASP”) is a
software rental service that allows customers to use
remotely-stored applications via the Internet. In other
words, ASP is a service (usually a business) that
provides remote access to application programs across a
network. A common example is a web site that other web
pites access for accepting payment by credit card as part
of their online ordering systems. Business application
programs such as groupware, ERP (Enterprise Resource
Planning), CRM (Customer Relationship Management), SCM
(Supply Chain Management), are remotely stored at the
computer of an ASP service provider.

Fig. 1 is a schematic diagram of a conventional ASP
service environment.

An ASP data center 100, representing an ASP service
provider, includes customer servers 110-114, application
servers 120-125, workstations 130-131, local area
networks (LANs) 140-141, and a data center controller 150
for controlling these components.

The customer servers 110-114 are provided for

customers. The customers connect to the customer servers
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110-114 through the Internet 300. The customer servers
provide home pages for customers, authenticate logins,
and control the level of program access (open, read,
write, and modify). A customer may use one or more of
the customer servers 110-114.

The application servers 120-125 store various
application programs and operate in conjunction with one
or more of the customer servers that are related to
access to or execution of application programs.

The workstations 130-131 control communications
among a plurality of servers when the servers
simultaneously are engaged to perform a task.

The LANs 140-141 are used to connect the servers
and workstations of the ASP data center 100 in a network.

The ASP data center controller 150 controls and
manages all the systems in the ASP data center 100. It
may incorporate a firewall, a user authentication unit,
an uninterruptible power system for protecting stored
regsources during a power failure, control units for
controlling initialization, operation and termination of
each of the servers.

The customers can use one or more of the servers
and applications at the ASP data center 100 wvia the
Internet 300. For example, each of numerical references
200 and 210, which is a user module registered as a
customer of the ASP data center 100, includes 1local
storage wmedium (LSMs) 230 and 240, respectively. The
user module 200 includes a plurality of end users 201 to
204 as a member, and the user module 210 includes a
plurality of end users 211 to 214 as a member.

Ih this conventional ASP, when an end user 201
wants to use a certain application installed in the
application servers 120-125, it accesses the ASP data
center controller 150 in the ASP data center 100 through
the LSM 230 and the Internet 300. In response, the

controller 150 performs an authentication procedure for
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the user based on information on the end user 201(or the
user module 200), which has been registered in a user
database (not shown). If the user is authenticated, the
controller 150 allows the end user 201 to access a
customer sgerver (110) that 1is related to program
executions by application servers 120-123. In other
words, the end user 201 can select one of programs
installed in the application servers 120 to 123 via the
customer server 110. Further, if necessary, it
customizes interface and environment in order to
establish a high speed and low cost computing environment.
Another end user, for example the end user 211, can
similarly use a desired program installed in the
application server 125 through connection to the ASP data
center 100 via the LSM 240 and the Internet 300. However,
communication channels, marked with the reference numeral

400 in Fig. 1, are shared by all users due to the
structure of the network. As a result, when a number of

ugers simultaneously attempt to access the ASP data

center 100 to use application services these channels

must handle an extremely amount of traffic. In order to

deal with this situation, it is necessary to provide an
enough bandwidth, i.e., a high-speed Internet backbone,

to the ASP data center 100 and to gset up a stable system
to prevent a system down.

In addition this conventional ASP data center 100
requires huge investment to acquire multiple servers,
network equipment and the like. Costs for updating the
center increase because it needs more human resources for
maintenance and management as the number of customers and
application services grow. IP address shortage is
another growing pain. As a result, ASP providers must
pay a high price for initial setting up and on-going

maintenance of computer and network equipment.
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DISCLOSURE OF THE INVENTION
It is, therefore, a primary objective of the

present invention to provide a system and a method for
implementing an application service provider (ASP) using
an efficient network traffic distributed approach,
thereby enhancing a traffic performance in the ASP and
cutting drastically down primary costs required during
the establishment of an ASP data center and maintenance
costs thereof.

In accordance with one aspect of the present
invention, there is provided a system for providing at
least one of application services to a user, comprising:
means disposed in a user module, for providing at least
one of application services to the user; and means
remotely located to the user module, for controlling the
application services, and wherein application sexvice
data associated with the application services is stored
in the providing means, and wherein the providing means
is initially operated wunder the <control of the
controlling means, and is operated independent of the
controlling means after the initial operation.

In accordance with another aspect of the present
invention, there is provided a method in an application
service system including a controller with a |user
database of storing information on a plurality of users
therein and a user module having at- least one of
application service data, for remotely controlling the
execution of the application service data using a
communication network, comprising the steps of: (a)
receiving a service request of the application service
data from a user via the network; (b) determining whether
the user’s information contained in the service request
is valid based on the user information stored in the user
database; (c) transmitting a control signal containing a

service permission or prohibition signal for the
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application service data to the user module, according to
the determined result at the above step (b); and (d)
allowing, the user module, responsive to the control
signal, to control the access of the user to the

application service data.

BRIEF DESCRIPTION OF THE DRAWINGS
The above and other objects and features of the

present invention will become apparent from the following
description of preferred embodiments given in conjunction
with the accompanying drawings, in which:

Fig. 1 shows a schematic diagram of a conventional
ASP;

Fig. 2 is a schematic diagram of an ASP system in
accordance with a preferred embodiment of the present
invention;

Fig. 3 is a flowchart illustrating the operation of
the application service remote controller shown in Fig.
2;

Fig. 4 is a flowchart illustrating the
authentication key transmission process shown in Fig. 3;

Fig. S5 is a flowchart illustrating the banner
transmission process shown in Fig. 3;

Fig. 6 1is a flowchart which will be used to
describe the operation of the ASP 500 shown in Fig. 2;
and

Fig. 7 1is a flowchart which will be used to
describe the monitoring procedure between the ASP data

center and the ASPs.

MODE OF CARRYING QUT THE INVENTION
The present invention will now be described in

detail with reference to Figs. 2 to 6. In Figs. 2 to 6,
like reference numerals will be used for like elements in
Fig. 1. '

Fig. 2 is a schematic diagram of an ASP system in

5
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accordance with the present invention. Unlike the
conventional ASP described above, the inventive ASP has a
plurality of ASPs 500 and 501 disposed at local storage
medium (LSMs) 230 and 240 within user modules 200 and 210
and an application service controller 160 is provided at
the ASP data center 100 to remotely control the operation
of the ASPs 500 and 501 via a communication network such
as the Intermet 300.

The ASPs 500 and 501 includes application programs
510 and 511 that the users want and application control
modules 520 and 521 for controlling the application
programs 510 and 511. An approach for providing the ASPs
500 and 501 in the LSMs 230 and 240 of the user modules
200 and 210 will be discussed. Typically, remotely
obtaining a “write” function on an LSM through a
communication channel requires an account given by the
manager of the LSM. But this way is not practical. To
solve this problem, the present invention is such that,
if the remote application service controller 160 at the
ASP data center 100 transmits a query to the application
control module 520, the application control module 520
accesses the ASP data center 100 to download a specified
file from the ASP data center 100. In other words, the
application control module 520 installed in the LSM 230
is designed so that it detects a signal transmitted from
the ASP data center 100 to connect to a server in the ASP
data center 100. Specifically, the application control
module 520 is preferably designed in a language that is
transferable and independent of platforms so that it can
operate under any operating system. The application
control module 520 provides issues permission for a
particular file and produces the characteristics of the
file in HTML for display. It also creates a particular
port through which the ASP data center 100 manages,
modifies and deletes files on the side of users.

The number and types of application programs 510
6
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and 511 may be selected according to requests from user
modules 200 and 210.

The application control modules 520 and 521 each
control all functions associated with the execution of
the application programs 510 and 511. The “execution of
the application program” refers to activation or
reactivation of the application program 510 installed at
the LSM 230. The application control module 520 receives
an authorization or a rejection from the application
service remote controller 160 for program execution. The
application control module 520 may also receive an
authentication key signal or an advertisement (e.g.,
banner) signal from the application service remote
controller 160.

The application service remote controller 160 of
the ASP data center 100 remotely controls the operation
of the ASP 500 via the Internet 300. It establishes a
user database (not shown) using indices such as a host
name, IP address, which are received when the ASP 500 is
installed in the LSM 230 on the user side. And it
transmitg the authorization or reject signal for the-
execution of an application program to the ASP 500 based
on the user database, in the case it receives an
application execution request from the LSM 230 of the
user module 200 or needs to monitor the operation of the
ASP 500. , Alternatively, users may be classified into
predefined types so that a different control signal can
be transmitted to a different type. For example, users
may be classified into paying customers and non-paying
customers such that an authentication key is provided to
the paying customers and a banner advertisement is
transmitted to the non-paying customers.

Fig. 3 is a flowchart illustrating the operation of
the application service remote controller 160 shown in
Fig. 2. If a request for the execution of an application
program 510, which is stored in the LSM 230 for example,
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is received from the LSM 230 of the user module 200 (step
S100), the remote controller 160 searches a user database
(not shown) and extracts information on the user module
200 (step S110). Next, a decision is made to determine
whether or not the user module 200 1is previously
registered as a customer (step $120). If the determined
result is negative, the process is terminated. Otherwise,
the remote controller 160 transmits an execution wait
signal to the ASP 500 (step S140). Subsequently, a
decision is made to check whether or not the user is a
paying one (step S150). If so, the remote controller 160
transmits an authentication key to the ASP 500 (step
5160) . If the checked result is negative, the remote
controller 160 transmits banner information to the ASP
500 (step S170). After the above step, the information
obtained at steps S160 and S170 is in the database and
the remote controller 160 determines whether, by a
checksum, the authentication key and the banner
information are deteriorated during the data transmission
or by a file modulation in the LSM 230 itself (steps
§180). The checksum process is performed by comparing
the authentication key and the banner stored in the ASP
data center 100 with that stored in the LSM 230. If
these match, the remote controller 160 provides the
execution permission signal for the application program
510 to the ASP 500 (step S5190). Otherwise, it determines
that an abnormal loading of program has taken place and
terminates the process.

Fig. 4 is a flowchart illustrating the .
authentication key transmission process shown in Fig. 3.

If the user is determined as a paying one (step
$150), the remote controller 160 searches a paying user
database (DB) 166 (step S161) to determine whether thé
user is a new one (step S162). If positive, the remote
controller 160 creates a user authentication key based on

index information including a name of LSM and IP address,
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and transmits it to the ASP 500 of the LSM 230 (step
S163). In an ensuing step S164, the process stores the
information of the LSM and the authentication key in the
database 166 and goes to step S180 in Fig. 3. If the
user was determined as a previously registered one (step
S162) the process extracts the authentication key, which
has been assigned to the user, from the database 166 and
transmits it to the ASP 500 of the LSM 230 (step S165).
Thereafter, the process of the present invention proceeds
to step 5180 in Fig. 3.

Fig. 5 Ais a flowchart illustrating the banner
transmission process shown in Fig. 3.

If the user is determined as a non-paying one (step
§150), the process searches the non-paying user database
176 (step S171) to determine whether the user is a new one
(step S172). If so, the process transmits basic banner
information to the ASP 500 of the LSM 230 (step S173).
In a subsequent step S174, the process registers
information of the LSM 230 including a host name and IP
address in the database 176 and proceeds to step 8180 in
Fig. 3. If the user was determined as a previously
registered one (step S172), the process provides banner
information assigned to the user or that to be changed to
the ASP 500 (step S175) and proceeds step S180 in Fig. 3.

Fig. 6 1is a flowchart which will be used to
describe the operation of the ASP 500 shown in Fig. 2.

Upon the reception of a stand-by signal from the
remote controller 160 (step S200), the ASP 500 performs a
preparatory task for execution of application services
such as a TCP/IP protocol implementation and daemon
execution (step S210). Subsequently, it receives data
that was previously set according to a user type from the
remote controller 160. Specifically, the process
downloads banner information for a non-paying user (step
$220) and receives the guthentication key for a paying

user (step S230). Thereafter, the process transmits data
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obtained at steps S$220 and S230 to the remote controller
160, wherein an accuracy of the data is checked (step
S240) . Next, wupon the reception of the execution
permission signal from the remote controller 160, the

process executes the application program 510 (step S260)

and is terminated. 1In this case, if the user is non-
paying one, the process transmits the banner
advertisement (step S270) based on the banner information
downloaded at step 8220. If none of the execution

permission signal is received, the process is terminated.
If the application program 510 is launched in the
LSM 230 of the user module 200 through the above &teps
shown in Figs. 3 to 6, the subsequent control of the
application program 510 is performed by the LSM 230.
Specifically, the ASP data center 100 has nothing to do
with the use of the application program 510 until a
certain event occurs. The “certain event” signifies that
the user breaks the contract with the ASP data center 100
or the contract expires. Upon an occurrence of such
event, the ASP data center 100 may connect to the
application control module 520 of the LSM 230 to change
or delete the application program 510. In addition,
application programs, which are being launched in the LSM
230 of the user module 200, may be operated without being
controlled by the ASP data center 100 unless an
aforementioned certain event occurs. In this case, even
if communications between the user module 200 and the ASP
data center 100 are discomnected, the application
programs in the user module 200 are uninterruptedly
operated, thereby allowing a stable application service.
On the other hand, the ASP data center 100 can
monitor the status of the ASP 500, if desired. For
example, the monitoring includes a zero defect inspection
and change of the banner provided to the non-paying user,
or a verification of the authentication key provided to
the paying user. The monitoring may be applied to a
10
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certain application downloaded from the ASP data center
100. 4

Fig. 7 is a flowchart which will be used to
describe the monitoring procedure between the ASP data
center 100 and the ASPs 500 and 501.

The ASP data center 100 transmits a monitoring
start signal to the ASPs 500 and 501 to monitor a status
of them (step S700). Each of the ASPs 500 and 501,
responsive to the monitoring start signal, transmits an
authentication key and a banner advertisement assigned to
each and attributes information for the downloaded file
to the ASP data center 100 (step S710). The ASP data
center 100 compares first information provided when each
of the ASPs 500 and 501 is installed in the LSMs 230 and
240 with second information transmitted from the above
step S710 (step S720). An authorized or unauthorized use
is determined according to the" comparison result (step
S720) . Specifically, if the result founds an
unauthorized use, the ASP data center 100 collects a list
of the LSMs (step S730), and changes, controls or stops
execution of application programs installed in the LSMs
with the unauthorized use (step S740).

With the above-described configuration and
referring to Fig. 2, the end users 201-204, which are
connected to the user module 200 as a member via a local
network 235 such as LAN and Ethernet, connect to the LSM
230 in order to enjoy a desired ASP service. In other
words, as various ASP programs are installed in the LSM
230, the end users 201 to 204 only need to connect to the
LSM 230 assigned to them in order to use the ASP service.
There is no need to directly connect to the ASP data
center 100. Similarly, the end users 211-214 connect to
their assigned ASP 501 of the LSM 240 via the local
network 245 in order to select a desired application
gservice. Meanwhile, a remotely-located user 600 who is
not connected with the LSMs 230 and 240 can connect to

11
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any one of the LSMs 230 and 240 via a communication
network such as the Internet in order to use the
application service.

As mentioned above, in accordance with the present
invention, the transfer of data generated from each of
the user modules 200 and 210 is processed at the LSMs 230
and 240, thereby distributing a significant amount of
traffic that was conventionally concentrated at a
centralized area.

Furthermore, the present invention allows ASP
providers to recycle the local storage medium of the user
modules, the 1local network equipments, wmaintenance
manpower, communication channels, thereby removing
requirements of equipments such as customer servers,
application servers, workstations, LANs, security and
backup facilities, which, in turn, saves a significant
amount of prior investment cost for the ASP business. In
addition, the present invention allows banner
advertisements to be provided to the user to be changed
in a real time at an ASP data center, thereby maximizing
efficiency of the banner advertisements.

Moreover, the present invention allows a user to
utilize its own local storage media without purchasing or
renting a separate local storage media, thereby saving
purchase and rental costs, and allows queries generated
at a local to be processed thereat, thereby improving a
service processing speed, which is turn, provides a
gtable application service. Furthermore, the present
invention allows management of end user accounts to be
performed at the local storage media, thereby having none
of the requirement of the provision of the user account
information to an ASP provider, or a contract management
for an information storage media, which, in turn,
prevents user information from being drained externmally.

While the invention has been described with

reference to its preferred embodiments, it will be

12
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apparent to those skilled in the art that variations and
modifications are possible without deviating from the
broad principles and teachings of the present invention
which should be limited solely by the scope of the claims

5 appended hereto.
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CLAIMS

1. A system for providing at least one of application
services to a user, comprising:

means, disposed in a user module, for providing at
least one of application services to the user; and

means, remotely located to the user module, for
controlling the application services, and

wherein application service data associated with
the application services is stored in the providing means,
and ‘

wherein the providing means is initially operated
under the control of the controlling means, and is
operated independent of the controlling means after the

initial operation.

2. The gystem of claim 1, wherein the providing means,
after the initial operation, is in operation independent
of the controlling means until it receives an execution

prohibition signal from the controlling means.

3. The system of claim 1, wherein the controlling
means includes:

means for storing information on a local storage
media (LSM) of the user module; and

means for transmitting a predetermined control
signal to the providing means based on the LSM
information, when it receives a signal requesting the

execution of the providing means from the user.

4. The system of claim 3, wherein the controlling
means further includes means for changing and deleting
the application service data stored in the providing

means, if desired.

5. The system of claim 3, wherein the predetermined
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control signal includes at 1least one of a signal
representing whether the execution of -the application
services is permitted, a predetermined authentication key
signal assigned to the user, and a preset advertisement
signal, wherein the authentication key is stored in the

storing means.

6. The system of claim 3, wherein the controlling
means further includes means for comparing the
predetermined control signal transmitted thereto from the
providing means with a previous control signal, thereby
determining whether or not the control signals are equal

with one another.

7. The system of claim 3, wherein the controlling
means further includes means for classifying the users
into a predefined type to selectively provide the

predetermined control signal based on the predefined type.

8. The system of claim 7, wherein the predefined type
is sorted according to whether the user pays a rental fee
for the application service provided from the providing

means.

9. The system of claim 8, wherein the application
gservice data includes at least one of a software-based

application program and solution.

10. A method, in an application service system
including a controller with a user database of storing
information on a plurality of users therein and a user
module having at least one of application serxrvice data,
for remotely controlling the execution of the application
service data using a communication network, comprising
the steps of:

(a) receiving a service request of the application

15
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service data from a user via the network;

(b) determining whether the user’s information
contained in the service request is valid based on the
user information stored in the user database;

(c) transmitting a control signal containing a
service permission or prohibition signal for the
application service data to the user module, according to
the determined result at the above step (b); and

(d) allowing, the user module, responsive to the
control signal, to control the access of the user to the

application service data.

11. The method of claim 10, wherein the control signal
includes at least one of a signal for permitting the
access of the user to the application service data, a
signal for prohibiting the access of the user to the
application service data, an authentication key signal
assigned to the user, and a preset advertisement signal

previously registered in the system.

12. The method of claim 11, wherein the user wmodule,
after the application service data is launched based on
the access permission signal, maintains the execution
state until it receives the execution prohibition signal

from the controller.

13. The method of claim 12, wherein the application
service data includes at 1least one of a software-based

application program and solution.

14. The method of c¢laim 10, wherein the step (b)
further includes the step of classifying the user into a
predefined type to selectively provide the control signal

based on the predefined type.

15. The method of claim 14, wherein the predefined type
16
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is sorted according to whether the user pays a rental fee
for the application service provided from the providing

means.

16. The method of claim 14, wherein the authentication
key is transmitted to the user module when the user is a
paid one; and the advertisement signal is transmitted to

the user module when the user is a free one.

17. The method of claim 10, wherein the controller
changes or deletes the application service data based on

the determined result, if desired.

18. The method of claim 14, wherein when the user is
the paid one, the step (b) further includes:

(bl) storing information on the paid user in the
user database;

(b2) checking whether or not the user is a new one
based on the paid user’s information stored in the user
database;

(b3) creating, when the user is a new one, a new
authentication key using the wuser’s information,
transmitting it to the wuser module, and storing the
transmitted authentication key data in the user database;
and

(b4a) extracting, when the user is a pre-registered
one, an authentication key previously assigned to the
user from the user database and transmitting it to the

user module.

19. The method of claim 14, wherein when the user is
the free one, the step (b) further includes:

(b11l) storing information on the free user in the
user database;

(b21) checking whether or not the user is a new one

based on the free user’s information stored in the user

17
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database;
(b31) transmitting, when the user is a new one, the
advertisement signal to the user module; and
(b41) transmitting, when the wuser 1is a pre-
5 registered one, advertisements previously assigned to the
user or a new advertisement to be replaced to the user

module.
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